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METHOD AND APPRATUS FOR SETTING ACCESS RESTRICTION 

INFORMATION 



Background of the Invention 

b This invention relates to a technology which sets \ip 

access restriction information on a storage device. 

utilization of computer systems has been advanced in 
many fields such as commerce and entertainment, and various 
data such as texts* sounds* still pictures* and motion 
10 pictures has been computerized. As a result of that, there 
\ is a tendency that the amount of data which is stored on 

; a storage device d± a computer, represented by a disk array 

j device increases rapidly* and a storage device has been 

changed to one of large-scale. Also* in the field of highly 
IS public financial institutions and electronic commerce etc . , 

1 which depends upon computer systems* it is required not only 

to have high cape ci ty and hi.gh performance but a 1 so to continue 
operation of a storage device for 2 4 hours* and for 365 days, 
in case of unavoidably stopping it because of a system 

■g 20 maintenance work and so on, it is necessary to shorten down 

P;.i 

M time as much as possible. 

f&i. 

As an example of the system maintenance work, cited, 
is a case of introducing a new storage device into a computer 
system. Tn case rhar. the storage device (new storage device) 
25 to be introduced io connected to a hoot computer* and data 
on an existing storage device (old storage device) is 
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relocated to the now storage device/ since there is a necessity 
char a connection of the host computer and the old storage 
device is cut off once, and data is copied from the old storage 
device lu the new s Luraye device/ Lhe operation of the computer 
5 system is stopped. In order to copy massive data from the 
large-scale old storage device, there is a necessity to stop 
the system for a long time. 

In pages 18 to 20, Figs. 1 and 3 of Japanese Patent 
Publication no. H10-508967 of Japanese translation of PCT 
10 international patent application (hereinafter, referred to 
as Patent Document 1) , disclosed is a method of shortening 
down time of a system at the time of data transfer work, 
by carrying out a data transfer process during a period of 
system operation, in this method, the host computer and the 
15 new storage device are connected, and furthermore, the new 
storage device and the old storage device are connected. 
The new storage device copies data on the old storage device 
to its own storage area. The new storage device accepto an 
access request from the host computer to the data even in 
20 the copy operation, and if data of a destination of the access 
exists in its own storage area, the data is accessed. In 
case that it does not exist in its own storage area, firstly, 
the data is copied from the old storage device/ and then, 
it is accessed. Tn this operation wir.h r.he new storage 
25 device/ it becomes possible to continuously operate the 
system even in a data transfer working state. 
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* SUMMARY OF THE INVENTION 

In the meantime, in a storage area network environment j 

*r 

ia which d plu-Ldlily ul host computers and storage devices [ 

| 

5 are connected to one another via a network, in many cases, \ 

the storage device has a function for holding a list of host \ 

i 

computers which are permitted to access the storage device, 

V 

and for carrying out a selective access restriction. A ] 

technology which is described in the above-mentioned Patent 
10 Document 1 relates to data transfer from an old storage device 
to a new storage device, and does not consider an inheritance 
of the access restriction information which is set up oh 
the old storage device, to the new storage device. For 
example, there is a case of chanqinq from a system 
15 configuration in which the host computer directly accesses 
the old storage device to a system configuration in which 
the host computer accesses the old storage device through 
the new storage device. In this ca3e, in order to continue 
the access to the old storage device even- after the system 
20 change, there is a necessity to inherit tho access restriction 
information which is set up on the old storage device Lo 
the new storage device. 

This invention has been developed in view of the 
above-described situation, and an object of this .invention 
25 is to provide a technology for transferring the access 
restriction information or the old storage device has to 
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the new storage device. 

in order to solve the above-described problem, this 
invention sets up access restriction information which is 
set up on ea cli poit uf cui old storage device, on each port 
b of a new storage device which is utilized tor an access to 
the volume that the old storage device has or had. 

For example, in a storage area network system having 
a storage device which determines right or wrong of an access 
request to a volume, in accordance with access restriction 
10 information which is set up on a port which received the 
request, and a host computer which transmits an access request 
to the storage device through a first network, the access 
restriction information is set up on the storage device. 
Firstly, through a second network, obtained are access 
15 restriction information and information of volumes which 
are set up on each port which a first storage device has. 
Also, through the second network, from a second storage d<=>vi re, 
obtained 13 attribute information including a port type and 
a status of utilization of each port that the second storage 
20 device has. And, then, on the basis of the obtained attribute 
information of each port that the second sLorage device has, 
selected is a port of the second storage device which is 
utilized for accesses to volumes which the first storage 
device has or had . And, nn rhe basis of the obtained access 
25 restriction information and the obtained information of 
volumes of each port that the first storage device has, on 
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a port of the selected second storage device, sot up'is access 
restriction information of a port of the first storage device 
to which a volume, of which the port of the selected second 
slorage device is utilized for an access, is assigned. 

5 According to this invention, on each port of a new 

storage device which is utilised for an access to an old 
storage device, set up is access restriction information 
which is set up on a port of an old storage device which 
is a destination of an access. On this account, on the new 
10 storage device, it becomes possible to inherit and carry 
out the access restriction that the old storage device has 
carried out. 

Brief Description of the Drawings 
15 Figs. 1A and IB are a view for illustrating a storage 

area network environment that each embodiment of this 
invention manages. Fig. 1A is a view showing the storage 
area network environment before system change, and Fig. IB 
is a view showing the storage area network environment after 
20 system change. 

Fig. 2 is a schematic view of a storage area network 
management system to which a first embodiment of this 
invention is applied. 

Fig. 3 is a view for i.U ustrati ng a r.nnf i gurar.i on of 
25 a volume management TL 2440 that an old storage device 2400 
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Fig* 4 is a view for illustrating a configuration of 
a port management TL 2445 that the old storage device 2400 
hold© - 

Fig. 5 is a view for illustrating a configuration of 
5 a port list TL 2555 that a new storage device 2b 00 holds. 

Fig. 6 is a view for illustrating a configuration of 
a vo lume management TL 2545 that the new storage device 2500 
holds . 

Fig. 7 is a flow chart for illustrating a transfer 
10 process that a management server 2200 carries out, in case 
of chunying a system configuration in which host computers 
2000, 2100 directly access the old storage device 2400, to 
a system configuration in which they access the old storage 
device 2400 through the new storage device 2500. 

15 Fig. 8 is a view for illustrating a configuration of 

a connection coi lespondence management TL 2575 that the new 
storage device 2500 prepares. 

Fig. 9 is a view for illustrating a configuration of 
a port management 'i*L 255U that the new storage device 2500 
20 holds. 

Fig. 10 is a schematic view of the host computer 2000 
which is used in a second embodiment of this invention. 

Fig. 11 is a view for illustrating a configuration of 
a device management TJ. 2DM0 that the host, computers 2000, 
25 2100 have. 

Fig. 12 is a view for illustrating a configuration of 




a mount point TL 2035 that the host computers 2000, 2100 

have . 

Fig. 13 is a view for illustrating a configuration of 
the port niaiictyemexiL TL 2550 ul the uew storage device 2500. 

5 Fig _ 14 is a flow chart for illustrating a transfer 

process that a management server 2200 carries out, in case 
of changing a system conf igurat ion in which hast computers 
2200, 2100 directly acccoo the old storage device 2400, to 
a system configuration in which they access the old storage 

1 0 device 2 4 00 through the new storage device 2 50 0, in the second 
embodiment of this invent ion. 

Fig. lb is a view for illustrating a configuration of 
a configuration information TL 5000 that the management 
server 2200 prepares. 

15 Figs* 16A and 16B are a view for illustrating a 

correspondence TL that the management server 2200 prepares. 
Figs . 16A and 16B show correspondence TLs whi ch are prepared 
for ports having WWNs of "Sla", "Sib'' of the port management 
TL 2445, respectively. 

20 Fig. 17 is a flow chart for illustrating a mount update 

process that the host computers 2000, 2100 carry out, in 
the second embodiment of this invention. 

Fig. 18 is a schematic view of a host computer 2000 
which is used in a third embodiment of this invention. 

25 Fig. 10 ig a view for illustrating a configuration of 

an alternative path management TL 2050 that host computers 
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2000, 2100 have. 

rig. 20 is a flow chart for illustrating a transfer 
process that a management server 2200 carries out, in case 
of uhauyiug a system configuration in which host computers 
Js 2200, 2100 directly access the old storage device 2400, to 
a system configuration in which they access the old storage 
device 24UU through the new storage device 2500. 

Detailed Description of the Preferred Embodiments 
10 Prior to explanation of each embodiment of this 

invention, an storage area network environment that each 
embodiment of this inventionmanages will be described, fig. 
1 is a view for illustrating a storage area network environment 
that each embodiment of this Invention manages, and Fiq. 
15 1A shows the storage area network environment before system 
change, and Fig. IB shows the storage area network environment 
after system change. 

As shown in Fig. 1A, in the storage area network 
environment before system change, a host computer loo and 
20 an old storage device 105 having a storage area 120 are 
connected through a network 115. The hosL compuLer 100 
directly accesses the storage area 120 of the old storage 
device 105, by way of a path 140. Access restriction 
infnrmar.inn I .HO is sp.r. up on the old storage device 105, 
25 and the old storage device 105 re j ects an access to the storage 
area 120 from one other than the host computer 100, in 
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accordance with this access restriction information 130. 

As shown in Tig. IB, in the storage area network 
environment after system change, the host computer 100, tne 
old storage device 105 having the storage area 120, and a 
5 new storage device 110 having a storage area 125 are connected 
through a network 115. The host computer 100 accesses the 
storage area 120 of the old storage device 105, through the 
new storage device 110, by way of a path 145. This means, 
a function that the new storage device 110 has is applicable 
10 to the storage area 120 that the old storage device 105 has . 
Also, data which is stored in the storage area 120 of the 
old storage device 105 may not be necessarily transferred 
to the storage area 125 of the new storage device 110. 

Now, in order to transfer the storage area network 
15 environment as shown in Fig. 1* to the storage area network 
environment as shown in Fig. IB, in each embodiment of this 
invention, prepared is an access path from the. new storage 
device 110 to the storage area 120 of the old storage device 
10b, and the new storage device 110 is set up. so as to relay 
20 an access request from the host computer 1 00 to the old storage 
device 105. Also, the access restriction information 130 
which is set up on the old storage device 105 is inherited 
to the access restriction information 135 of the new storage 
device ll». The access restriction information 130 of the 
25 old storage device 105 is updated do as to rcjccu an 

to the storage area 120 from one other than the new storage 
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device 110. In the following explanation, these processes 
are called as transrer process collectively. 

<< First embo dimen t>> 

A first embodiment of this Invention will be described, 
5 taking a case that a storage area network is built up on 
a Fibre Channel network as an example. 

(1) System configuration 

Fig. 2 i3 a schematic view of a storage area network 
management system to which the first embodiment of this 
10 invention is applied. 

As shown in the figure, the storage area network 
management system of this embodiment is configured in the 
manner that a management server 220 0, a Fibre Channel switch 
(FC SW) 2300 which configures the storage area network, an 
15 old storage device 2400, a new storage device 2500, and ho3t 
computers 2000, 2100 are connected to one another through 
a LAN 2600. On this account, a LAN interface (LAN I/F) for 
connecting to the LAN 2GQ0 is disposed in the FC SW 2300, 
the management server 2700, the old storage device 2400, 

20 the new storage device 2500, and the ho3t computers 2000, 

2100 . Although the LAN l/F of the FC sw 2300 is not shown 
in the figure, concretely epcaking, the management server 
2200 has a LAN I/F 2210, the old sLoraqe device 2400 has 
a LAN I/F 2415, the new storage device 2500 has a LAN I/F 

25 2520, the host computer 2000 has a LAN I/F 2015, and the 

host computer 2100 has a LAN I/F 2110, respectively. In 
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addition, if there is at least one host computer, it ie 
sufficient. 

The old storage device 2400, the new storage device 
2 5 0 0, cuid the host cuxupuleis 2000, 2100 are connected to 

5 one another, through the FC SW 2300. In short, in this 
embodiment, the storage area network is built up on the Fibre 
Channel network. On this account, a Fibre Channel interface 
(FC I/F) for connecting to the FC SW 2300 is disposed on 
the old storage device 2400, the new storage device 2500, 
10 and the host computers 2000, 2100. Specifically, the old 
storage device 2400 has two FC SWs 2405, 2410, the new storage 

device 2500 has three or more FC I/F s 2505, 2510, 2515, 

the ho3t computer 2000 has two FC I/Fs 2005, 2 010, and the 
host computer 2100 has one FC I/F 2015, respectively, in 
15 this regard, however, the number of the FC I/Fs which is 
equipped with each device which configures the storage area 
network is not limited to what is shown in Fig. ?. 

The FC I/F is used as a port of data transmission and 
reception, and has a unique identifier wwm (world wide Maine) . 
20 in the following explanation, the FC I/F is simply called 
port. In addition, in order to distinguish a port that the 
host computer has and a port that the storage device has, 
there may be a case that they are called host port, storage 
port, respectively. 

25 The host computers 2000, 2100 communicate with the 

storage devices 2400, 25uubyuse of a communication protocol 
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defined on a Fibre Channel protocol which is adopted by a 
Fibre Channel network, e.g., a standard SCSI protocol. By 
this, data, which is stored on the storage devices 2400, 
2500/ is read and written. 

5 The old storage device 2400 is a storage device which 

is a transfer source of access restriction information. As 
shown in the figure, it has the LAN I/F 2415, the FC I/Fs 
2405, 2410, a plurality of disk drives 2455, ..., 2460, a 

disk controller 2430, a CPU 2425, and a memory 2420. The 
10 disk controller 2430 controls a data transfer process to 
at least one disk volume which stores data. The disk volume 
.i s a logical storage area which is configured by at least 
one disk drive 2455, . . 2460, and has a unique identifier 

on its own storage device, in the following explanation, 
15 the disk volume is simply called volume. A volume which is 
assigned to a port for transmitting data to and receiving 
data from the host computers 2000, 21 nn has a T.TJW [T.ogioal 
Unit Number) with respect to each port assigned. The host 
computers 2UUU, 2100, in case that they access a volume, 
20 identify the volume by designating a storage port and LUN. 
In thememory 24 20, storedare a storage device control program 
(PG) 2435, a volume management table (TL) 2440, a port 
management table (TL) 2445, and a device ID 2450 which is 
letter string or niimera : by which a storage device can be 
25 identified uniquely. 

on the volume management TL 2440, registered is 
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management information of a volume that the old storage device 
2400 has. Fig. 3 Is a view for illustrating a configuration 
of the volume management TL 2440 that an old storage device 
2400 holds . As showxi in the figure/ on the volume management 
5 TL 24 40, with respect to each volume that the old storage 
device 2400 has, registered are a volume number 244005 which 
is a sequential serial number which is given to a volume, 
and a volume ID 244010 which is an identifier for uniquely 
identifying a volume on the old storage device 2400. in an 
10 example shown in Fig. 3, as volume ID, letter strings such 
as "Vol-1", *Vol.2" are registered* 

On the port management TL 2 4 4b, registered is management 
information of a port that the old storage device 2400 has. 
Fig, 4 is a view for illustrating a configuration of the 
15 port management TL 2445 that the old storage device 2400 
has. As shown in the figure, on the port management TL 2445/ 
with respect to each combination of a port that the old storage 
device 2400 h &3 and a LTJN which is assigned to the port, 
registered are wwinI 244505 of the port, luw 244510 which is 
20 assigned to the port and volume ID 244515, Yes ( existing) 
or No (no-existing) of access restriction 244520 to a volume 
which is assigned to a port and a WWW 244525 of a source 
port of an access which is permitted to access a volume in 
case that the Yes /No ot access re.sr ri r.r.i nn 24452 0 is "Yp.s". 
25 For example/ inFig. 4/ for a volume whose volume ID is "Vol . 1 " , 
LUN "0" is assigned to a port having a WWN of "Sla". And 



13 



it accepts only an access from a port having a WWN of "Hla". 
in this case, "Hla", "Hlb", "K2" , "sla", "51b" of rig. 4 
are WWNs of ports 2005, 2010, 2105, 2405, 2410 shown in Tig. 
2 , respectively. In addition, a content of registration of 
5 this volume management TL 2445 shows one of the old storage 
device 2400 before system change (status of Pig. 1A) . 

The storage device control PG 2455 is a program, which 
controls an operation of the old storage device 2400. The 
CPU 2425 carries out, by executing the storage device control 
10 PG 2435 which is stored in the memory 2420, assignment of 
a port and LUN to each volume, input and output of data, 
communication with an external through the LAN I/F 2415, 
and access restriction on the ba3i3 of the port management 
TL 2445. Also, to a SCSI Inquiry command to each volume, 
15 device ID and volume ID are notified to a command transmission 
source . 

The new storage device 2500 is a storage device which 
becomes a transfer destination of access restriction 
information, and has a function for relaying access requests 
20 from the host computers 2000, 2100 to the old storage device 
2400 . In the same manner as on the old storage device 2400, 
it has the LAN I/F 2 520, a plurality of PC I/Fs 2 50 5, 2 51 0 , 

2515, a plurality of disk drives 2505, . . . , 257 0, a disk 
control ler Vh.Hh, a CPU VhMO, and a memory 2525. Also, in 
25 the memory 2525, stored are a storage device control PC 2540, 
a volume management TL 2545, a port management TL 2550, a 
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port list TL 2555/ and a device ID 2560. 

On the port list TL 2555, registered is attri huta 
information of a port that the new storage device 2500 has. 
Fig. 5 is a view for illustrating a configuration of the 
5 port list TL 2555 that the new storage device 2500 has. As 
shown in the figure, on the port list TL 2 555, with respect 
to each port that the new storage device 2500 has, registered 
arc a port WWN 255505, a port type 255510, and Yes/No of 
a target port path definition 255515 . in the port type 255510, 
10 registered is any one of a "target 7 ' or an "initiator". A 
purl v£ the "larget" shows a port for receiving an access 
request from another port to a volume. And, a port of the 
"initiator" shows a port for transmitting an access request 
to another port . in les/No of the target port path definition 
15 255515, in case that the port type 255510 i 3 "target", 

registered is whether a volume is assigned to the port or 
not. Yes/No of the target port path definition 255515 being 
"Yes" shows that a volume assigned exists, and "No" shows 
that a volume assigned does not exist. 

20 On the volume management TL 2545, registered is 

management information of a volume that the new storage device 
2500 has. Fig. 6 is a view for illustrating a configuration 
of the volume raanayemenl TL 2545 IhaL the new sLoraqe device 
2500 has. As shown in the figure, on the volume management 
25 TL 2545, with respect to each volume that the new storage 
device 25UU has, ragistered are a volume rnmber 254505 which 
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is a sequential serial number which is given to a volume, 
a volume ID 25451C which is an identifier for uniquely 
identifying a volume on the new storage device 2500, a volume 
type 254515 which shows an existing position of a storage 
b area of a volume, an initiator port WWN 25452U, an extern?*! 
port WWN 2 54 52 5 , and an external connection LUN 254530, an 
external device ID 254535, and an external volume ID 254540. 
In case that the volume type 254515 is "internal", it shows 
that a storage area of a volume exists In Lhe new storage 
10 device 2500, and in case that it is "external", it shows 
that a storage area of a volume exists in the old storage 
device 24UU. That is, an access request from the host 
computers 2000, 2100 to a volume whose volume type 254515 
is "external" is relayed to the old storage device 2400. 
15 In the initiator WWN 254520, the external port WWN 254525, 
the external connection LUN 254530, the external device ID 
254535 and the external vnlump ID 254540, registered is 
information in case that the volume type 254515 ie 
"external". In case of a volume of "internal", information 
20 is not registered. In the initiator port WWN 254520, 
registered is a WWN of an ini Lift Lur purl which is used on 
the occasion of relaying an access request from the host 
computers 2000, 2100 to the old storage device 2400, In the 
external port WWN 254525 and the external connection LUN 
25 254530, registered arc a WWN and a LUN of a port which is 

assigned on the old storage device 2400, to a volume on the 




old storage device 2400 which is a relay destination of an 
access request, on the external device id 254535/ a device 
ID of the old storage device 2400 is registered. And, in 
the external vulune ID 254540, registered is a volume ID 
5 of a volume on the old storage device 2400 which is a relay 
destination of an access request. In an example shown in 
F.i g. 6, on the new storage device 2bUU, a volume with a volume 
number "N+l" has a volume ID "Vol.N+l'" f and a volume type 
is "external", and therefore, an access request to this volume 
10 is relayed to a volume on the ole storage device 2400 . The 
access request is. relayed from an initiator port having a 
WWN of to T,lJN"0" of a port having a WWN of "Sla", and 

i3 also relayed from an initiator port having a WWN of "S2f" 
to LUN"l" of a port having a WWN of "sib". A device ID of 
15 the old storage device 2400 is "Storage 1", and a volume 
ID uu the old storage device 2400 is "Vol.l". 

The port management TL 2550 registers management 
information of a port that the new storage device 2500 has, 
and has the same configuration as that of the port management 
20 TL 2445 as shown in Fig. 4 that the old storage device 2400 
holds . 

The storage device control PG 2540 is a program for 
controlling an operation of the new storage device 2500. 
The CPU 2h3 0 realizes the sane function as that of the storage 
25 device control PG 2435 of the old atorage device 2400, by 
executing the storage device control FG 2540 which is stored 
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in the memory 2525* In short, it carries out assignment of 
a port and LUN to each volume, input and output of data, 
communication with an external through the LAN I/F 2520, 
and access x-estrict ion on the basis of the port management 
5 TT, 2.S50. Also, to a SCSI Inquiry command to each volume, 
device ID and volume ID are notified to a command transmission 
source. Furthermore, the CFU 2530 realizes the following 
function by executing the storage device control PG 2540. 
In shorL, on the basis of the volume management XL 2545, 
10 it relays an access request from the host computers 2000, 
2100 to the old storage device 2400. Also, it scans an 
external disk volume which is connected to the initiator 
port. This scan process will be described in detail at later 
time . 

15 The Fibre Channel switch 2300 has a plurality of ports 

(FC I/Fs) (not shown) for connecting to each port of the 
host computers 2000, 2100, the. old. storage device 2400, and 
the new storage device 2500, and has a communication function 
among these plurality of ports. Also, it has a zoning 
20 function for limiting the communication to inside of a 
specific port group (rone)* It is possible to set up the 
zone from the management server 2200 through the LAN 2 600. 
In a configuration before start of the transfer process 
(status shown in Fig. 1A) , it is set up so as for the ports 
25 2005, 2010, 2105, 2405, 2410 to be able to communicate with 

one another, i.e./ so as for the host computers 2000, 2100 
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and the old storage device 2400 to be able to communicate 
with one another. 

The management server 2200, as shown in the figure, 
has a LAN I/F 2210, a CPU 2205, and a memory 2215. In the 
memory 2215, a transfer control PG 2220 is stored. The 
transfer control PG 2220 is a program for carrying out a 
transfftrprncess . The r.Pri2205 executes the transfer control 
PC 2220 to perform reception of instruction from a user and 
transmission of Instruction to the host computer 2000, 2100, 
the old storage device 2400, the new storage device and the 
FC SW 2300 via the LAN I/F 2210, thereby the transfer process 
is performed. Tn addition, as not particularly shown in the 
figure, the management server 2200 has an input/output device 
which becomes an interface that an administrator operates 
the transfer control PG 2220. An operation of the transfer 
control PG 2220 will be described in detail at later time. 

(2) Procedure of Transfer Process 

In case of changing a system configuration in which 
the host computers 2UUU, 21UU directly access the old storage 
device 2400, to a system configuration in which they access 
the old storage device 2400 through the new storaqe device 
2500, a transfer process that the management server 2200 
carries out will be described. 

Fig. 7 is a flow chart tor i u usrrari ng a r.ransfp.'* 
process that the management server 2200 carries out, in case 
of changing a system configuration in which the host computers 




2200, 2100 directly access the old storage device 2400, to 
ci system configuration in which they access the old storaqe 
device 2400 through the new storage device 2500, This flow 
is started with executing the transfer control PG 2220, in 
5 arr.ordanr.R wi r.h an instruction that the CPU 2205 ot the 
management server 2200 accepted from an administrator* 

Firstly, the management server 2200 obtains the port 
management TL 2445 from the old storage device 2400 (step 
S3000) „ Concretely speaking, Lhe CPU 2205 of the iuanaqemenL 
10 server 2200 transmits a port management TL request to the 
old storage device 2400 through the LAN I/F 2210. The CPU 
2425 of the old storage device 2400, when it receives the 
port management TL request from the management server 2200 
through Lhe LAN I/F 2415, reads cut the port management TL 
15 2445 from the memory 2420, and transmits it to the management 

server 2200 through the LAN I/F 2415. The CPU 2205 of the 
management server 2200, when it receives the port management 
TL 2445 from the old storage device 2400 through the LAN 
- I/F 2210, stores this in the memory 2215. 

20 Next, the management server 2200 obtains the port list 

TL 2555 from the new storage device 2500 (step 53005) . 
Concretely speaking, the CPU 2205 of the management server 
2200 transmits a port list TL request to the new storage 
device 2500 through the LAN I/F 2210. The CPU2530 of the 
25 old storage device 2500, when it receives the port list TL 
request from the management server 2200 through the LAN I/F 
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2520, read3 out the port list TL 2555 from the memory 2525, 
and transmits it to the management server 2200 through the 
LAN I/F 2520. The CPU 2205 of the management server 2200, 
when it receives the port list TL 2555 from the new storaqe 
5 device 2S00 through the LAN I/F 2210, stores this in the 
memory 2215. 

Next, in the management server 2200, the CPU 2205 
compares the number of the ports whose management information 
is stored on the port management TL 2445 of the old storage 
10 device 24G0 which is stored in the memory'22 15 with the number 
of ports whose port type 255510 is "Largel", Ihe type 255510 
being registered on the port list TT. 2555 of the new storage 
device 2500 which is stored in the memory 2215, and whose 
target port path definition 255515 is "No" (step 53010 ) , 
15 In a transfer process of this embodiment, on one port of 
the aid storage device 2400, one target port of Lhe new s to rage 
device 2500 is used. This is because, if a plurality of ports 
of the old storage device 2400 are integrated into one target 
port-, there is a possibility that assignments of LUN to the 
20 target port overlap. Therefore, in case that the number of 
unused target ports of the new storage device 250C is smaller 
than the number of ports of the old storage device 2400, 
a sysleai couliy ura lion can no L be changed. If (No in the 
stepS3010), the transfer process is terminated. If not (Yes 
25 in the step 33010) , a zone configuration of the FC GW 2300 
is changed, so as to enable mutual, communication between 
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the two host computers 2000, 2100 and the new storage device 
2 500, and between the initiator port of the new storage device 
2500 and the old storage device 2400 (step S3015) . 
Concretely speaking, Llie CPU 2205 of the management server 
5 2200 transmits zone configuration information to the FC SW 

2300 through the LAN I/F 2210. The FC SW 2300 changes the 
zone r.nnf iguration in accordance with the zone configuration 
information received from the management server 2200. In 
addition, in the structure that the FC SW is not used, it 
10 may be designed in the manner that the management server 
2200 displays the zone configuration information for an 
administrator, and the administrator physically changes a 
cable connection in accordance with the displayed zone 
configuration information. 

15 Next, in the management server 2200, with regard to 

tidch port which is registered on the port management TL 2 4 45 
of the old storage device 2400, the CPT7 2205 solerts one 
of the initiator ports from the port list TL 2555 of the 
new storage device 2500, and assigns the port to -the old 
20 storage device 2400 (step S302O) . It may be also designed 
in the manner that, on each port of the old storage device 
2400, the CPU 2205 arbitrarily selects an initiator, port 
of the new storage device 2500 from the port list TL 2555, 
or the port management TI. 2445 and the port list TL 2555 
25 are displayed for an administrator, and a dccignation of 
an initiator port of the new storage device 2500 which is 
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assigned to each port of the old storage device 2400 may 
be accepted from the administrator. In addition, to a 
plurality of ports of the old storage device 2400, the same 
initiator port of the new storage device 2400 maybe selected. 

Next, in r.he management server 220(1, with respect to 
each port of the old storage device 2400, the CPU 2205 
transmits an instruction for changing wwn to be registered 
in the access permission WWN 244525 of a port of the port 
management. XL 2445 that the old storage device 2400 holds 
WWN nf an ini ti ator port of the new storage device 2500 which 
is assigned to the port, on the old storage device 24 00 through 
the LAN I/F 2210 . The CFU 2425 of the old storage device 
2400, when it receives this, updates the port management 
TL 2445 which is sLored in the memory 2420, in accordance 
with the instruction (step S3025) . On this occasion, if the 
access restriction 244520 of a record that WWN is registered 
in the access permission WWN 2 4 4525 is set up to "No", this 
is changed to "Yce". In this regard, however, in case that, 
by a zoning function etc. of the FC sw 2300, a port which 
can communicate with a port of the old storage device 2400 
is limited to an initiator’ port of the new storage device 
2h()(i, the access restriction 244520 may be maintained as 
"No" without any change. 

For example, in case of accessing a port of the old 
storage device 2400 having WWN of "Sla", from an initiator 
port of the new storage device 2500 having wwn of "S2e", 




"S2c" is registered in the access permission WWN 244525 of 
the record that "Sla" is recorded on the port wwn 244505 
of the port management TL 2445. WWNs of "Hla", "Hlb", "H2", 
which lidvtJ already been registered, are deleted. 

5 Next, the CPU 2205 of the management server 22(H) 

transmits a volume management TL update request including 
designation of an initiator port of the new storage device 
2500 which ie selected in the step S3020, to the new storage 
device 2500 throuqh the LAN I/F 2210. The CPU 2530 of Lhe 
10 new storage device 2500, when it receives the volume 
management TL update request from the management server 22 0 0 
through the LAN I/F 2520, scans a volume of the old storage 
device 2400 which is accessible from the initiator port, 
with respect to each initiator port of the new storage device 
15 2500 which is included in the request, and updates the volume 

management TL 2545 on the basis of a scan result (step S3030) . 
Specifically, the CPU 2530 of the new storage device 2500, 
with respect to each initiator port of the new storage device 
2500, by use of a function which is prepared in the Fibre 
2 0 Channel protocol adopted by the Fibre Channel network, scans 
a port of the old storage device 2 400 which can ccmmunicaLe 
with the initiator port through the FC SW 2300 . If it scans 
the port, it throws apredetermined command to each LUN through 
this port, and confirms a response, by this confirmation, 
25 accessible LUN i3 identified. When a LUN can be identified, 
an inquiry command, which is defined in the Fibre Channel 
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protocol/ is transmitted to this LUN, and a device ID and 
a volume ID are obtained. And, by use of Its result, the 
connection correspondence TL 2575 as shown in Fig. 8 is 
prepared. 

In Fig. 8, in an entry 4000, WWN of the initiator port 
of the new storage device 2500 which is selected in the 3 tep 
S3020 is registered. In this example, in order to access 
each port of the old storage device 2400 having WWNe of "Sla", 
"Sib", initiator ports or the new storage device 2500 having 
WWNs of "S2e", "S2f" are registered. In an entry 4005, 
registered is a port of the old storage device 2400 which 
Isa r.r.e.s s i b 1 e from an i n i 1 1 a tor port of the new storage device 
2500 which is registered in the corresponding entry 4000. 
in an entry 4010, registered is a LUN which exists on a port 
of the old storage device 2400 which is registered in the 
corresponding entry 4005. And, in entries 4010, 4015, 
registered is a device ID, a volume ID which are obtained 
by having transmitted the Inquiry command to a LUN which 
is registered in the corresponding entry 4010. 

Next , the CPU2530 of the new storage device 2500 as signs 
a volume ID, with respect to each of a volume in the old 
storage device 2400 that a device ID is registered in the 
entry 4015 of the connection correspondence TL 2575, so as 
to be able to treat it on the new storage device v.hOI). in 
addition/ as a result of volume scan, there ia a case that 
the same volume with a plurality of paths are found, on the 




connection correspondence TL 2575 shown in Fig. 8, volumes 
having the same external device ID which is registered in 
the entry 4015 and the same external volume ID which is 
registered in the entry 4020 cite treated as an identical 
5 volume also on the new storage device 2500, and therefore, 
there is no necessity to assign different volume IDs- For 
example, in Fig. 8 , a volume of LUJSP'G" which is accessible 
from an initiator port having WWN of "S2e", and which exists 
in an external port having wwn of "Sla~ has a device ID, 
10 a volume ID of "Storage 1", "Vol.l", respectively, and is 
identical to a volume of DUN" 1 " which is accessible from 
an initiator port having WWN ot "S2t", and which exists in 
an external port having WWN of "Sib". 

Next/ the CPU 2530 of the new storaqe device 2500 adds 
15 information of a volume to which a volume ID is assigned, 
to the volume management TL 254 5 which is registered on the 
memory 2525 . For example, in Fig. 6, a vo 1 nme havi ng a vol imp. 
ID of "Vol.2" on the old storage device 2400 has a volume 
ID of "vol.N+2'" on the new storage device 2500, and. is 
20 accessed from an initiator port having WWN of "S2©" as LUN"1" 
which exists in a port having WWN of "51a". 

Now, the CPU 2530 of the new storage device 2500, when 
update of the volume management TL 2545 which is registered 
on rhfi memory 2525 is completed, it transmits this updated 
25 volume management TL 2545 through the LAN I/F 2520. And, 
the CPU 2205 of the management server 2200 obtains the volume 
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management TL 2545 from the new storage device 2500 through 
the LAW i/f 2210 and stores It In the memory 2215 (step 53035) . 

Next, the CPU 2205 of the management server 2200, with 
itispecl lu each puil ul llie old storage device 2400 whose 
5 WWN is registered in the entry 244505 of the port management 
TL 2445 of the old storage device 2400, which is obtained 
in the step S3UUU, selects port WW.N 255505 of a target port 
of the now storage device 2500 which Yes/No of the target 
port path definition 255515 Is set up to "No", from the port 
10 list TL 2555 of the new storage device 2500, which is obtained 
in the step S3005 (step S3040) . It may be also designed in 
the manner that the CPU 2205 arbitrarily selects a target 
port of the target port path definition of "No" from the 
port list TL 2555 for each port of the old storaqe device 
15 2400, or the port management TL 2445 and the port list TL 

2555 are displayed for an administrator", and designation 
of the target port path definition of "No" of the new storage 
device 2500, which is assigned to each port of the old storage 
device 2400, may be accepted from an administrator. 

20 Next, the CPU 2205 of the management server 2200, with 

respect to each port of the old storage device 2400, which 
is registered on the port management TL 2445 obtained in 
the step 33000, transmits an instruction for copying the 
Tn^nagevmp.nr informer i nn of rhe por r. i n entries 244505 to 244525 
25 of a target port of the new storage device 2500, which ic 
registered on the port management TL 2550, and which 
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corresponds to the port selected in the step S3040, to the 
new storage device 2500 through the LAN i/f 2210. on this 
occasion, a volume ID which is registered in the entry 244515 
x&f un the volume management TL 2545 which is obtained from 
5 the new storage device 2500 in the step Spurts, changed to 
a volume ID of the new storage device 2500, which is registered 
in the entry 254510 o t the record that the volume ID is 
registered in the entry 254540 as an external volume ID. 

For example, on the port management TL 2445 shown in. 
10 Fig. 4, with respect to each port of the old storage device 
24 00 having WWNs of "SI a", "Sib", when a target port of the 
new storage device 2bOU having WWNs of "S2c"is selected, 
"S2d", respectively in the step S304Q, as shown in Fig. 9, 
a content of each record having WWNs of "Sla", "sib", 
15 respectively, of the port management TL 2445 shown in Fig. 
4 is copied to each record having WWNs of "32c", "52d", 
respect i vel y, of theport management TT, 2 5 50 of the new storage 
device 2500. In this regard, however, it io learned that 
the volume 1U "vol . 1" of the old storage device 2400 
20 corresponds to "Vol.N+l /,/f on the new storage device 2500, 
by referrinq to correspondence of aa external volume ID aud 
a volume ID of the volume management TL 2545 obtained in 
the step 33035- On this account, "Vol.N-i'l'" is registered 
i n rhe vol wne I l ) 2445 I 5 of the porr. management TL 2550. Other 
25 volume IDs are changed in the same manner. 

As above, information of an access path from the new 
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storage device 2500 to a volume that the old storage device 
2400 has is registered on the volume management TL 2545 of 
the new storage device 2500, and also, access restriction 
in£ui met t i on to a volume that the port management TL 24 45 
5 of the old storage device 2400 has is trans terred to the 
port management TL 2550 of the new storage device 2500. 

The tirst embodiment of this invention has been 
described. As described above, according to this embodiment, 
it is possible to inherit access restriction information 
10 which is set up on the old storage device 2400 to the new 
storage device 2500* As a result of that, it is possible 
to carry out access restriction to a volume by utilizing 
an access restriction function of the new storage device 
2500, even after a system configuration has been changed 
15 in the manner that the new storage device 2500 relays an 
access requests from the host computers 2000, 2100 as shown 
in Pig. IB, from the con.f i gura t i on that the old storage 
device 2400 shown in Fig. 1A receives them directly- In 
addition, in this embodiment, in order to obtain a volume 
20 ID and a device ID, utilized is a response which corresponds 
to the Inquiry command, but another SCSI cutuuaud such as 
Mode Sense etc. may be utilized. 

Furthermore, in this embodiment, the storage area 
nprwnrk is hni It up on rhp h'ib rft Channel network which uses 
25 a switch, but devices may be directly connected without a 
switch. 
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Also/ this invention is not dependent upon a media or 
a protocol of a network, in this embodiment. It is assumed 
that the storage area network and the LAN 2600 are separated, 
and a high speed Fibre Channel ueLwork and an inexpensive 
network for control communication are used separately, but 
two networks may be united, and a common media and protocol 
may he used. In that, rase, it is possible to share a switch 
and a cable and cut down communication facilities. 

<<Second embodiments 

Next, a second embodiment of this invention will be 
described. This embouisien L car lies out a mount update 
prnr.p.ss in which, in the ahnve-dftscrihed first embodiment, 
the host computers 2000, 2100 collect configuration 

Information of the new storage device 2500, and updates a 
corresponding relation of a volume and a mount point of a 
file system iii accordance wi Lli a changed system configuration, 
in case that access restriction functions that the old storage 
device 2400 and the new storage device 2500 provide are 
different from each other, and a format conversion process 
which a format of access restriction information to be 
Inherited from the old storage device 2400 is converted in 
accordance with the new storage device 2500. 

(1) System configuration 

A system configuration of th.is embodi ment is the same 
as that of the first embodiment shown in Fig. 2. In this 
regard, however, host computers 2000, 2100 are different 



from those of the first embodiment. Also, it is different 
from the first embodiment on the point that access restriction 
of a storage port of the new storage device 2500 is set up 
with cl yiuup unit of host ports (in the first embodiment, 
LUN is a unit) . 

(1 1) Host computer 

Fig. iu is a schematic view of a host computer 2000 
which is used in the second embodiment of this invention. 
In addition, in a host computer 2100 which is used in the 
second embodiment of this invention, a FC- I/F 2105 and a 
LAN I/F 2110 are provided, in lieu of the FC I/Fs 2005, 2010 
and the LAN I/F 2Ulb. other configuration is the same as 
that of the host computer 2000. 

As shown in the figure, in the host computers 2000, 
2100 of this embodiment, in a memory 2020, stored are an 
agent PG 2025, a device management XL 2030, and a mount point 

rr. 2035 . 

On the device management TL 2030, registered ic a 
corresponding relation of volumes that the storage device 
2400, 2500 provide, to device files that operating systems 
on their own host computers 2000, 2100 assign Lo the volumes „ 
Fig. 11 is a view for illustrating a configuration of the 
device management TL 2030. As shown in the figure, on the 
device mans gemenr. Tl, 2u3l), registered are, with respect to 
each combination of a host port that the own hoct computers 
2000, 2i00 have and a storage port which becomes a destination 




of an access of the host port, a WWN 203005 of the host port, 
a wwn 203 010 of the storage pore, a lun 203015 which is assigned 
to the storage port, and a device file 203020 in which 
uperctliny systems of the uwii host computers 2000, 2100 
assigned to volumes which are identified by the storage port 
and the LUN . The device file is an operating system which 
carries out abstraction at a device, in order to treat an 
access to a device as a file access. In an example shown 
in Fig . 11, to a volume which is accessed from a host port 
having WWN of "Hla" as LUN u 0" of a storage port having WWN 
of "Sla", a device file of /dev/dsk/c0t0d0 is assigned. 

On the mount point TL 21)35, registered is a 
corresponding relation of a device file of a volume, and 
a mount point in a file system which mounts the volume . Fig. 
12 is a view for illustrating a configuration of the mount 
point TL 2035. As shown in the figure, on the mount point 
TL 2035, with respect to each volume that the own host 
computers 2000, 2 1 00 are accessible, registered arc a device 
file 203505 of a volume, and a mount point 203510 on which 
the device file is mounted. In an example shown in Fig. 12, 
a volume to which a device file of Vde v/dsk/cO L0d0" is 
assigned is mounted on a mount point of "/usr/bin" in the 
file system. 

The agert PG 2i)2h is a program for carrying out the 
above-described mount update process and format conversion 
process. The CPU 2040 carries out, by executing the agent 



carries out 



PG 2025 which is stored in the memory 220, 
communication with an external through the LAN i/fs 2015, 
2110 (transfer control PG 222 0 of the management server 22C0) , 
update uf the device nianayeiueuL TL 2030 and the mount point 
TL 2035, preparation of a device file, and mount control 
of a file system. Also, it scans a volume which is accessible 
irom each host port oi the own host computers 2000, 2100, 
and collects information of each volume. In case that an 
operating systeiumanages.a device file, the device management 
TL 2030, and the mount point TL 2035, the agent PG 2025 calls 
for a system call, a library routine/ and a standard command 
that an operating system provides, according to need, and 
realizes these functions. 

(1-2) Access Restriction of Host Port with Group Unit 

In the above-described first embodiment, on the new 
storage device 2500, in the same manner as the old storage 
device 2400, access restriction information is spf. up with 
a LUN unit with respect to each port (sec, the port management 
TiiS 2445, 2550 shown in Figs. 4 and 9) . On the other hand, 
on the new storage device 2500 of this embodiment, access 
restriction information is set up with a group unit of hosl 
ports with respect to each port. Fig. 13 is a view for 
illustrating a corxf iguration of the port management TL 2550 
of the new srnrage device Xbnu. on the port management TL 
2550 of the new storage device 2500 of the firct embodiment, 
as shown in Fig. 9, with respect to each of the port wwn 




244505, registered is the access restriction information 
(volume id 244515, Yes/No of access restriction 244520, 
access permission WWN 244525) with the LUN 244510 unit- 
However, on the port management TL 2550 of the new storage 
device 2500 of this embodiment, as shown in Fig. 13, with 
respect to each of the port WWN 244505, registered i 3 access 
restriction information ( Yes/No of access restriction 
244520, LUN 244515, volume ID 244515) with the access 
permission WWN 244525 (a group of host ports which permit 
accesses) unit. In short, correspondence between a LUN and 
a volume is independently assigned with respect to each group 
of host ports. For example, in Fig. 13, to a port having 
WWN of "S2a", volumes having volume IDs of "Vol .X" and "Vol . Y" 
are assigned, both as LUN"0". In case that there is an 
access request from the host computers 2000, 2100 to the 
LUN”0" of ”323", which volume is accessed is determined by 
a WWN of a source of the access. Tn Fig. 13, in case that 
an acceaa is requested from "Hx", "Vol.X" is accessed, and 
in case that there is an access request from "Hy", "Vol.Y" 
is accessed. In order to determine a volume which 
corresponds to overlapping LUNs with a WWN of a source of 
an access, on one storage port, one host port can not belong 
to a plurality of groups. 

in r.hi s manner, in access restriction with a group unit 
of host ports, flexible LUN assignment becomes possible. 
In this embodiment, the management server 2200 identifies 




which an access restriction function of the LUN unit or the 
group unit of host ports is provided by the transfer control 
PG 2220,- on the basis of a device ID of each storage device 
2400, 2500. Delailed particulars u£ a process in which the 
storage devices 2400, 2500 realize access restriction with 
a group unit of host ports by the storage control PG 2435, 
2S4U will be omitted since they are beyond the scope ot tnis 
invention . 

(2) Transfer process procedure (utilization of agent 
PG and conversion of access restriction information) 

A transfer pr ocess pr ocedur e that the management server 
2200 carries out, in case of changing a system configuration 
in which the host computers 2000, 2100 directly access the 
old storage device 2400, to a system configuration in which 
they access the oldstoragedevice2400 through the new storage 
device 2500, will be described. 

Fig. 14 is a flow chart for illustrating a transfer 
process that the management server 22 00 carries out, in case 
of changing a system configuration in which the host computers 
2000, 2100 directly access the old storage device 2400, to 
a system configuration in which they access the old storage 
device 2400 through the new storage device 2500, in the second 
embodiment of this invention. This flow is started with 
executing the transfer control PR 2220, in accordance wi rh 
the instruction that the CPU 2205 of the management server 
2200 accepted from an administrator. 



Firstly/ the management server 2200 obtains the device 
management TL 2030 and the mount point TL 2035 from each 
of the host computers 2000, 2100 (step S6000) . Concretely 
speaking, Lhe CPU 2205 o£ llie management server 22 0 0 transmits 
5 a device management TL request and a mount point management 
TL request to the host computers 2000, 2100 through the LAN 
I/F 2210. In each of the host computers 2UU U , 2IU0, the CPU 
2040, when it receives the device management TL and mount 
point TL requests from the management server 2200 through 
10 the LAN I/Fs 2015, 2110, it scans a volume which is accessible 
from a host port of its own host computers 2000, 2100, by 
the agAnt. P G 2025, and transmits an Inquiry command to the 
volume found, and inputs a device ID and a volume ID of the 
storage devices 2400, 2500 having the volume • Also, it reads 
15 out the device management TL 2030, and the mount point TL 
2035, from the memory 220. And, it transmits a WWN, a LUN 
of a storage port to which the volume is assigned, and a 
device ID and a volume ID which are obtained as a response 
of the Inquiry command to the volume, the device management 
20 TL 2030 and the mount point TL 2035 which are read out from 
the memory 2020, to the management server 2200 through the 
LAN I/F s 2015, 2110. The CPU 2205 of the management server 
2200, when it receives the WWN and LUN of the storage port, 
the device ID, the vo.i ume ID, the devi re managamenr. Tl. 2030, 
25 and the mount point TL 2035, from each of the host computers 
2U0U, 2 1 uu through the LAN i/i?' 2210, it prepares a 
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configuration information TL S000 as shown in Fig. 15 on 
the basis of these pieces of information. In Fig. 15, in 
e Dtries 500005, 500010, and 500015, registered are a WWN 
** host port, a WWN and a LUN of a storage poit, which 
are registered on the device management TL 2030. In the 
entries 500015 and 500020, registered are a device ID end 
a volume ID which are obtained as a response of an Inquiry 
command to a volume which is identified by a WWN and a LUN 
of a storage port which Is registered in corresponding entries 
500010 and 500015. The CPU 2205 of the management server 
2200 deletes a record having a device ID which is different 
from that of the old storage device 24UU which is a transfer 
target of access restriction information, and enables only 
Information regarding the old storage device 2400 to be 
registered on the configuration information TL 5000. 

Next, the CPU 2205 of the management server 2200 sorts 
information of the entries 500005, 500010, 500015, and 500020 
of the configuration information TL 5000 shown in Fig. 15, 
and generates the port management XL 2445 of the old storage 
device 2400 (S6005) Yes/No of access restriction 244520 
of the port management TL 2445 are all seL up as "Yes". 

Next, the management server 2200 obtains the port list 
TL 2555 from the new storage device 2500, in the same manner 
as in the step SHU 1)5 or Hig. 7 (step .56010). 

Next, the management server 2200 obtains the number 
of storage port wwns which are registered in the entry 500010 




of the configuration information TL 5000 shown in Fig. 15, 
in short, the number or ports of the old storage device 2400. 
And, in the same manner as in the step S3010 of Fig. 7, it 
compares wilh the number of ports of a (unused) target ports 
5 which have no target port path definitions of the new storage 
device 2500, and judges whether a configuration change of 
a system is possible or not (step S6015) . It the number of 
unused target ports of the new storage device 2500 is smaller 
than the number of ports of the old storage device 2400 (No 
10 in the step S6015), a transfer process is terminated- If 
not (Yes in the step S6015) , the configuration information 
TT, 5000 shown in Fig. 15 is transmitted to each of the host 
computers 2000, 2100, end unmount of a volume is instructed 
(step s 6020 ) . The CPU 2040 of the host computers 2000, 2100 
15 refers to the device management TL 2030 and the mount point 
TL 2 03 5 which are stored in the memory 2 020, with the agent 
PG 2025, and specifies a mount point which corresponds to 
a volume indicated by a WWN of a host port, a WWN and a LUN 
of a storage port, which are registered on the configuration 
20 information TL 5000 which has been received by the management 
server 2000, and unmounts an operatinq system a file system 
which has been mounted. 

Steps SG025 to S6050 are the same as the steps 33015 
to S*H04 n shown in Fig. 7. In this ^egerd, however, the step 
25 S6045 is different from the step S3035, and also obtains 

a device ID or the new storage device 2500. 
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Next, the CPU 2205 of the management server 2200 judges 
whether an access restriction function of the new storage 
device 2500 is of a group unit of host ports or not (step 
S6055), on the baa is of a device ID which is obtained from 
5 the new storage device 2500 in S6045 and a type of access 
restriction function which has been registered in advance, 
for example, with respect to each device ID. in case that 
the new storage device 2500 is a storage device which carries 
out access restriction with LUN unit, the flow qoes to a 
10 step S6065, and a process, which is the same as in the step 
S3045 shown iu Fig. 7, is carried out. On the other hand/ 
in case that the new storage device 2bUU carries out access 
restriction with a group unit of host ports, the flow goes 
to a step S6060 . 

15 In the step S6060, the CPU 2205 of the management server 

2200 converts the port management TL 2445 of the old storage 
device 2400, which is generated in the step 5? 6 0 05, into a 
table which is of the same format afl the port management 
TL 2bbU of the new storage device 2500 shown in Fig. 13. 
20 In order to do that,- as shown in Fig. 16, with respect to 
each storage port of the old storage device 2400, a 
correspondence TL (table) of a LUN to a WWN of a host port 
which is permitted to access is prepared. Figs. 1 CA and 16D 
show correspondence TLs which ana prepared regarding ports 
25 having WWNs of "51a", ''Sib" , of the port management TL 2445, 
respectively, m Fig. ibA, in an entry 7000, registered is 
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a LUN which i3 assigned to a storage port having a WWN of 
"Sia". in entries 7UUb, 7U1U, and 7Ulb, registered is to 
which LUN each of host ports having WWN3 of "Hla", "111b", 
"H2" is accessible, A circular mark shows that it is possible 
5 to access a LUN, and a blank show that it is not possible 
to access. These tables can be prepared from the port 
management TT. 96 45 shown in Fig. 4, which is prepared in 
the 3tep S6005. In short/ in case of preparing a 
correspondence tl of a certain storage port, with respect 
10 to each LUN of the entry 244510 which corresponds to tho 
entry 244505 in which a WWN of the port is registered/ the 
entry 244525/ which corresponds to the entry 244510, may 
be investigated/ and a circular mark may be given to a host 
port whose WWN is registered in the entry 244b2b. On the 
15 correspondence TL ; in case that WWNo of a plurality of boat 
ports to which circular marks are given corresponding to 
the same LUN/ this plurality of host ports can be put into 
one group. For example, in Fig. IGA, a host port having a 
WWN of "HI h" and a host port having a WWN of "H2" are put 
20 into one group. AI 30 , in Fig. 16B, a host port having a WWN 
or "Hla r ' and a host port having a www of "H2" are put into 
one group. When a host group is determined, it is possible 
tu easily uoxivert the port management TL 2445 into a table 
of the same form as the port management TL 2 550 of the new 
25 storage device 2500 shown in Fig. 13. In short, with regard 
to a certain storage port, a WWN of the storage port is 
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registered in an entry 255055, and with respect to each group 
or host ports, an entry 255060 is provided/ and a wwn of 
each hoot port, which belongs to a group corresponding to 
each entry 255060, is registered- Al so, in entries 255065, 

5 255070, and 255075 which are disposed with respect to each 

entry 2550G0, registered are "Yes" of Yes/No of access 
restri cti on, a T, UN whi r.h corresponds to a group ot host ports 
which is registered in corresponding entry 255060, and a 
volume ID which is specified by a wwn and a LUN of a storage 
10 port which are registered in corresponding entries 255055, 
255070 . 

Nevt, the CPU ??0.S of the management server 2200, by 
use of access restriction information which ia configured 
with a unit of a group of host ports, updates the port 
15 management TL 2550 of thonew storage device 2500 (stepS6065) . 
With respect to each target port uf the new storage device 
2500 which is selected in the step S6050, information is 
copied from the port management TL 2445 of the old storage 
dp.vir.A 7.400 whose format is converted- Also, in the sane 
20 manner as in the step S3045 shown in Fig, 7, a volume ID 
is changed to a volume ID used on the new storage device 
2500- 

By the steps which have been described up to here, the 
transfer process of access restri ction i ntormar i on Is 
25 completed. However, in this embodiment, information 
regardi ng mount of a file system on the host computers 2000, 
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2100 is further updated. A volume whose access path (route) 
Is changed by the transfer process can not be accessed by 
an existing device file. The CPU 2205 (transfer control PG 
2220) of the mcuiayeiueiiL server 2200 instructs the CPU 2040 
(agent PG 2025) of the host computers 2000, 2100 to recognize 
with a new path and to prepare a device file (step 56070) . 
In each of the host computers 2UUU, 21UU, the CPU 2U4U, when 
it receives this, by the agent PG 2025, scans a volume which 
Is accessible from a host port that itself has/ by use of 
a function that an operating system provides . Then, a device 
file of a volume which is not registered on the device 
management TL 2030, i.e., the volume which has newly been 
found is prepared, and is added to the device management 
TL 2030. 

Next, the CPU 2205 of the management server 2200 
transmits the volume management TL 2545 and a device ID which 
are obtained from the new storage device 2500 in the step 
56045, to the ho3t computers 2000, 2100, and instructs the 
CPU 2040 (agent PC 2025) of each of the host computers 2000, 
2100, so as to change a device file which is registered on 
the mount point TL 2035 to a device file which has newly 
been filed (S6075) . The CPU 2040 of each of the host computers 
2000, 2100, when it receives this, by the agent PG 2025, 
carries out a mount update process, no a combination of a 
WWN and a LUN of a storage port which is registered in mutually 
corresponding entries 500010, 500015 of the device 




management TL 2030. 

rig. 17 is a flow chart for Illustrating that mount 
update process that the host computers 2000 / 2100 carry out, 
in the second embodiment uT this invention, 
b In each of the host computers 2000, 21 Of), tne CPU 2040 

(agent PG 2025) selects one of records (a combination of 
WWN of a host port, WWN, LUN of a storage port and a device 
file) from the device management TL 2030 which is registered 
on the memory 2020, and Issues an Inquiry command from a 
10 WWN of a host port of the selected record, and obtains a 
device ID and a volume ID (step 510000) . Next, the CPU 2040 
compares the obtained device ID with a device ID (S6075 of 
Fig. 14) which is received from the management server 2200 
(transfer control PG 2220) (510005) . In case that bath of 

15 them differ (No in S10005) , if there is a record which is 
not selected from the device management TL2030 (No in310045) , 
the flow goesback to SI 0000 to coot i nne a process . However, 
if both of them coincide (Yea in S10045) , the obtained volume 
ll) is scanned from volume ids which are registered in the 
20 entry 254510 of the volume management TL 2545 (S6075 of Fig. 
14) which is received from the management server 2200 
(transfer control PG 2220) (step S10010) . 

Next, the CPU 2040 checks a volume type which is 
regi stored i n The entry 2545*1 5 whl oh corresponds to the entry 
25 254810 of the detected volume ID (S10015) . If a volume type 

is "internal" (No in 510015), if there is a record which 
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is not selected from the device management TL 2030 (No in 
S10045) , the flow goes back to S1000Q to continue a process. 
However/ in case that a volume type is "external" (Yes in 
510 015) , a cu-ubiiidliuii of a WWN, an external connection LUN 
5 of an external port which is registered in entries 2 b 4 b 2S , 
254530 which correspond to the entry 25410 of the detected 
port ID, i „ e . , a WWN, a LUN ot a storage port of the old 
storage device 2400, and a WWN of a host port which issued 
an inquiry command is compared with a combination of a WWN, 
10 a LUN of a storage port which is registered on the device 
management TL 2030, and a WWN of a host port, and a combination 
to be matched is detected from the device management TL 2030 . 
And, a device file, which corresponds to the detected 
combination. Is tried to be found (step S10D20) . If the 
15 device file is not found (No in S10025) , if there is a record 
which is not selected from the device management TL 2030 
(No in S10045) , the flow goes back to SI 0000 to continue 
a process, 

in case that the corresponding device file is found 
20 from the device management TL 2030 (Yes in S10025) , this 
device file is prepared in the conf iguralion LhaL a volume 
of the old storage device 2400 is recognized from the host 
computers 2000, 2100 without passing through the new storage 
device V.suii (con ri go rat i on shown in h'.ig. 1A) . This device 
25 file can not be U3ed in a system after configuration change 
(configuration shown in J?ig. lb) „ On this account, there 
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ia a necessity to substitute it with a new device file. In 
this connection, the cfu 2040 looks for this device tile, 
from the mount point TL 2035 (ctcp S10030) . In cacc that 
this device file is not registered on the mount point TL 
5 2035 (No in S10035), since there is no mount point which 

corresponds to this device file, there is no necessity to 
update the mount point TL 2035. Tn this case, if “here is 
a record which ia not selected from the device management 
TL 2030 (No in 510045) , the flow goes back to SI 0 000 to continue 
10 a process. 

In case that the device file, which is found from Ihe 
device management TL 2030, is registered on the nount point 
TL 2 0 35 (Yes in 310035), this device file, which is registered 
on the mount point TL 2035, is updated to a device file of 
15 a record, which ic registered on the device management TL 
20 30, and which is selected in the stepSlOOOQ (slepS10040), 
The above-described process is repeated with respect to WWNs 
of all host ports which are registered on the device management 
TL 7030 (step ST 0 045) . 

20 Finally, the CPU 2040 mounts a device in accordance 

with the updated mount point TL 2035, by a function of an 
operating system which receives an instruction from the agent 
PG 2025 (step S1Q050) . Willi this process, a volume of the 
old storage device 2400 can be mounted on the same mount 
25 point so as to access through the new storage device 2500, 
also after a system configuration has been changed. 
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As above, the second embodiment of this invention has 
been described. According to this embodiment, in addition 
to the above-described advantage of the first embodiment, 
it has the following advantage. That is, even in case that 
5 the management server 2200 does not obtain the port management 
TL 2445 from the old storage device 2400, by utilizing the 
agent PG 2U2b on the host computers 2000/ 2100/ it is possible 
to carry out the transfer process. Also, even in case that 
an access restriction function of the old storaqe device 
1C 2400 and the new storage device 2500 are different from each 
other, it is possible to convert access restriction 
information of the oiri storage device 2400 into a format 
which is suitable for the new storage device 2500 and then, 
to transfer the same. Furthermore, it is possible Lo 
15 maintain correspondence of a volume to a mount point of the 
old storage device 2400, even after system configuration 
change . 

In addition, in thia embodiment, in order to maintain 
correspondence of a volume to a mount point, information 
20 of an old device file is updated to information of a new 
device file. However, the sane process is applicable Lo 
management other than mount poinz, e.g., device management 
of Logical Volume Manager which realizes virtualization of 
a vo i.nme . 

25 <<Third embodiments 

Next/ a third embodiment of this invention will be 
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described. In this embodiment, by utilizing ar. alternative 
path which Is set up between the host computers 2000, 2100 
and the old storage device 2400, without stopping operations 
of the liusl computers 2000, 2100, the transfer process is 
carried out. The alternative path is a mechanism in which 
a plurality of paths, which access a certain volume from 
a host computer, are provided, and an access is continued 
by ugc of another path in case that there occurs a trouble 
in one path . In order to avoid the state that all paths become 
unavailable due to a trouble of one port, each path, which 
can be alternative, uses a host port and a storage port which 
are different from each other. 

(1) System configuration 

A system configuration of this embodiment is the same 
as in the first embodiment shown in Fig. 2. In this regard, 
however, host computers 2 000, 2100 are different from those 
in the first embodiment. 

{ 1 • 1) Ho3t computer 

Fig. 18 is a schematic view of a host computer 2000 
which is used in the third embodiment of this invention. 
In addition, in a host computer 2100 which is used in LUe 
third embodiment of this invention, a FC I/F 2105 and a LAN 
I/F 2110 are provided, in lieu of the FC I/Fs 2005, 2010 
and the lam \/y y.oiS. Other configuration is the same as 
that of the hoflt computer 2000, 

As shown in the figure, in the host computers 2000, 




2100 of this embodiment, in a memory 2020, an agent PG 2025, 
an alternative path control Fg 2045, and an alternative path 
management TL 2050 arc stored* 

On the alternative pathraanagemeriL TL 2050, a correspond 
relation of a path to each volume that the storage devices 
2400, 2500 provide and its alternative path are registered. 
Fig. 19 i. s * view for i 11 nstrati ng a configuration of the 
alternative path management TL 205 0 . Ac shown in the figure, 
on the alternative path management TL 2050, with respect 
to each path that its own host computers 2000, 2100 can utilize, 
registered are a path number 205005 which is a sequential 
serial number of the path, a WWN 20501 0 of a host port that 
the path uses, a WWN 205015 and a LUN 205020 of a storage 
port or a volume which can be accessed by the path, and an 
alternative path number 205025 which is a path number of 
a path which can be uLilized as an alternative path of the 
path. In an example shown in Fig. 19, a path having a path 
number of *1" is a path which accesses a LUN"0" of a storage 
port, having a WWN of "Sla" from a host port having a WWN 
of "Kla" , and a path' number of an alternative path is "2". 

The alternative path control PG 2045 is a urogram for 
controlling an alternative path. The CPU 2040, by executing 
Uie alleiJxative path control PG 2045 which is stored in a 
memory 2020, controls a path and an alternative path which 
are used for an access to a volume. For example, in case 
that its own host, computers 2UUU, Z1UU transmit commands 




and data to the storage devices 2400, 2500, if an alternative 
path is set up to a path which is used for transmission, 
one of these two paths is selected and used for transmission. 
Also, in case that transmission is failed while each path 
h is toeing monitored/ and transmission tails, a pat h i s swi tched 
with reference to the alternative path management TL 2050, 

and transmission is carried out again through the switched 
path. In addition, selection and switching of a path by use 
of the alternative path control PG 2045 are carried out 
10 transparently from a program which calls for transmission 
of a command and data. 

An agent PG 2055 is aprogram for carrying out management 
of alternative path. The CPU 2040, by executing the agent 
PG 2055 which is stored in the memory 2020, carries out 
15 registration, update and transmission of the alternative 
path management TL 2050. 

(2) Procedure of transfer process (utilization of 
alternative path) 

Procedure of transfer process that the management 
20 server 2200 carries out in case of changing a system 
conf iguraLion in which the host comp u Lera 2000, 2100 directly 
access the old storage device 2400, to a system configuration 
in which they access the old storage device 2400 through 
t he new storage device 2500, will be described. 

25 Fig, 20 ic a flow chart for illustrating the transfer 

process that the management server 2200 carries out, in case 
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of changing a system configuration in which the host computers 
2200, 2100 directly access the old storage device 24Ul), to 
a system configuration in which they access the old storage 
device 2400 through the new storage device 2500. This flow 
5 is started with executing the transfer control PG 2220, in 
accordance with an instruction that the CPCJ 2205 of the 
management server 2200 received from an administrator. 

Steps S9000 to S9015 are the same as the steps 53000 
to S3015 shown in Fig. 7 of the first embodiment. In this 
10 regard, however, in the step S9015, in order to continue 
operations of the host computers 2000, 2100, a zone of the 
FC SW 2300 is set lip so as for the host computers 2000, 2100 
to be able to access the old storage device 2400. 

Next, in the management server 2200, the CPU 220b 
15 obtains an alternative path management TL 2050 from the host 
computers 2000, 2100 (S9020). Concretely spealcinq, the CPU 
2205 transmits an alternative path management TL request 
to the host computers 2000, 2100 through the LAN I/F 2210. 
With respect to each of the host computers 2000, 2100, the 
20 CPU 2040, when it receives the alternative path management 
TL request from the management server 2200, reads out the 
alternative path management TL 2050 from the memory 2020 
with the agent PG 2 0 55, and Lrausmi Ls 1L Lu Llie management 
server 2200 . By this, the CPU 2205 of the management server 
25 2200 receives the alternative path management TL 2050. 

Next, the CPU 7.7.0b of the management server 7.700 sel ects 
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a path to be transferred/ out of the alternative path 
management TL 2050 which is obtained from the host computers 
2000, 2100 (S9025) . Judgment of a path to be transferred 
is carried out as follows. That is, with reference to the 
b port management TL 2 445 which is obtained from the old storage 
device 2400 in the step 39000, it is confirmed whether a 
WWN of a storage port which is registered in the entry 205015 
of the alternative path management TL 2050 is a WWN of a 
port of the old storage device 2400 or not. And, all paths, 
10 whose path numbers are registered on the alternative path 
management TL 2050 of the host computers 2000, 2100 in 

association with the WWN of the confirmed storage port, are 
3et as paths to be transferred. 

Steps 59030 to S9045 are the same as the steps S3020 
15 to S3035 shown in Fig. 7 of the first embodiment. In this 
regard, however, in the step S9035, in order that the host 
computers 2000, 2100 can access the old storage device 2400, 
on the port management TL 2445 of the old storage device 
2400, wwws of host ports of the host computers 2000, 2100 
20 are remained unchanged in the entry 244525 as access 
permission WWN. Also, a WWN of an initiator port of Lhe new 
storage device 2500 which is utilized for an access to a 
volume having a volume ID registered in the entry 2445i5 
is added to tte access permission WWN of an entry 244525 
25 which is associated with the entry 244515 in which the volume 
iu Is registered. 
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In steps S9050 to 9070, the transfer process is carried 
our over switching an alternative path with respect to each 
port of the old storage device 2 4 00, and a process for updating 
the al Leructtive path nictudy ement TL 2 050 which relates to 
the port is repeated with respect to all paths to be 
transferred, which are selected in the step. 

Firstly, in the step S9050, the CFU 2205 of the 
management server 2200 selects one of paths to which the 
transfer process is not applied, out of paths which are 
selected in the step S9025. 

Next, in the step S9055, the CPU 2205 of the management 
server 2200, with reference to the entry 205015 of the 
alternative path management TL 2050 in which the selected 
path is registered, specifies a WWN of a storage port of 
the selected path . Also, a path other than, the se lected path, 
in which the WWN is registered in the entry 205015 is tried 
to be found from the alternative path management TT, 2050 
which is obtained from the host computers 2000, 2100. And 
then, the CPU 2205 of the management server 2200 transmits 
a combination of a WWN of a host port and a WWN of a storage 
port in each path found, which are reyisLered on the 
alternative path management TL 2050 obtained from the host 
computers 2000, 2100, to the old storage device 2400 through 
the liAN I / K 22.10. The CPU 2425 of the old storage device 
2400, when it receives this, with the storage control PC 
2435, with respect to each combination of a WWN of a host 




port and a WWN of a storage port which are received through 
the LAN I /F 2 415, deletes a WWN of a host port of the combination, 
from the entry 244525 of the access permission WWN which 
corresponds to the entry 244505 in which a WWN of a storage 
5 port of the combination is registered, on the port management 
TL 2445. 

I'herefore, on the port management TL 244 5, in the access 
permission WWN which corresponds to a WWN of a storage port 
of the combination, only a WWN of an initiator porL of the 
10 new storage device 2500 which is selected .in the step S9030 
remains. As a result of this, the old storage device 2400 
rejects an access to the storage port from the host computers 
2000, 2100. In case that the hoot computers 2000, 2100 arc 
in use of this storage port, the CPU 2 0 40 of Lhe hosL computers 
15 2000, 2100 detects an access failure with the alternative 

path control PG 2045, and switches a path to an alternative 
path. On this account, there is no case that operations of 
the host computers 2000, 2100 arc stopped. 

A step S 90 6 0 is the step that the steps S3040, S3045 
20 shown in Fig. 7 of the first embodiment are put into one 
group. In this regard, however, only a storage purl of a 
path which is selected in the step S9050 is processed. 

In a step 39065, the CFU 2205 of the management server 
2200 changes a wwn of a storage port (storage port of the 
25 old storage device 2400) of each of the paths which arc 
registered on the alternative path management TL 2050 
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obtained from the host computers 2000, 2100 and which are 
found in the sLep S9050 Lo a WWN of an initiator port of 
the new storage device 2500 which is selected in the step 
39030* Also, a changed content of the corresponding 
5 alr.ernar.ivft path management TL 7.500 is notified to the host 
computers 2000, 2100* The CPU 2040 of the host computers 
2000, 2100/ when it receives this, updates the alternative 
path management TL 2050 which is registered in the memory 
2020 i:i accordance with Lhe changed content which is notified 
10 from the management server 2200. 

The CPU 2040 of the management server 2200, if there 
remains a path to which the transfer process is not applied, 
among paths which arc ©elected in the step S9025, returns 
Lo S9050 and repeats Lhe process (step S9070) . 

15 As above, the third embodiment of this invention has 

been described. According to this embodiment, in. addition 
to the above-described advantage of the first embodiment, 
it has the following advantage. In case that the host 
computers 2000, 2100 have a plurality of paths which are 
20 used for an access to. the same volume, the transfer process 
to the volume is curried out at least twice separately to 
the plurality of paths. That .is, access restri rr.i on 
information of a port ia transferred 3tepwise over switching 
alternative paths, and the transfer process can be carried 
25 out without stopping operations of the hose computers 2000, 
2100 . 
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In addition, thic invention io not limited to each 
embodiment, and various modifications are possible within 
a scope of its substance. For example/ in the 
above-described each embodiment, Lhe case of changinq from 
h a system configuration in which the host computers 2000, 
2100 directly access the old storage device 2400, to a system 
configuration in which f.hpy access f.hft old storage device 
2400 through the new storage device 2500 has been described 
as an example. However, this invention is not limited zo 
10 these embodiments. The transfer process of access 
restriction informal! on of this invention is applicable to 
a case of changing from a system configuration in which the 
host computers 2000, 2100 access the old storage device 2400, 
to a system configuration in which they access the new storage 
15 davice 2500, by transferring data of the old storage device 
2400 to the new s tor aye device 2500. 
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